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CYBERJIHAD: EXPRESSIONS OF TERRORISM ON THE INTERNET

The Internet, along with its public promotion, has developed into the integrator of cultures, a means
of communication between business, consumer and government. However, as the volume of users in-
creased, cases of its utilization different from its initial purpose increased, too. Namely these are pornog-
raphy, content promoting violence, as well as an influence of various extremistic organizations. Groups
pursuing various political goals commenced to use the network to carry out their own propaganda, to
communicate with their supporters, to raise public awareness of what they are doing, and even to carry
out their own opreations by the virtue of the internet. The article provides conclusions and suggestions
on cyberjihad and cyberterrorism, which take place in cyberspace, on the basis of scientific approaches
to them. Some thoughts and summaries are provided here to highlight the use of the term Islam as well
as the essence of the word “jihad”, which derived from the Arabic language. The methods of comparison
and germenetic analysis were used in carrying out the study.
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Knbepxxunxaa: FaraMTopAarbl TEPPOPU3MHIH, KOPiHICi

ByriHri KyHAe FaAaMTOp JKEAICi aAamaap apacbliHAQ KbIAAAM  HACKMXaTTAAyMeEH, >Karrnaw
KOAAQHbIAYMEH KaTtap, MOAEHMETTIH MHTerpatopbiHa arHaAbil Ta YArepAi, OyA AereHimis GusHec,
TYTbIHYLUbI MEH YKIMET apacblHAAFbl GaMAAHbIC KypaAbl. AAaiAQ, KOAAAHYLLIbIAAPABIH CaHbl apTKaH
cablH, OHbl 6acTankbl MaKCaTblHAAQ KOAAAHYAQH aybITKY >KaFAarAapbl AQ ece TYCTi. ATan aiTKaHAQ,
O6YA KaTapAa mnopHorpadusi, 30PAbIK-30MObIAbIKTbI >Karnnai HACcUXaTTalTblH KOHTEHTTI KaMTbIAbI,
COHAQM-akK, 8p TYPAiI KCTPEMUCTIK, TEPPOPUCTIK YMBIMAAPADBIH KO&3AEreH >KacbIpblH MakCaTTapbIHbIH,
acepi Ae 60AAbl. Op TYPAI >KacbIpbiH, CasicM MakcaTTapfa yMTbIAFaH TonTap GYA >KeAiHi e3AepiHiH,
yriT-HacuxaT Hemece 6arAaHbIC KYpaAbl CMMATbIHAAFbl XKYMbICTApbIH >KYPri3yre, 3 TapantacTapbl,
>KaKTacTapbIMEH KapbIM-KaTblHACKA TYCyre, He icTen >KaTKaHAapbl TyPaAbl XXYPTLUbIAbIKTbI XabapAap
eTyre, TiNTi MHTEPHETTIH KeMeriMeH e3 icTepiH >Xysere acblpyra KoAsaHa 6Gactaabl. CoHaal-ak,
MakaAasa KMOEepKeHiCTIKTe OpbIH aAbIM >KaTKaH KMOep>KMxaA rneH Kubepreppopram OoribiHLLA OAapFa
FbIAbIMM KO3KapacTap HerisiHAe KOPbITbIHABIAQP MEH YCbIHbICTap 6epiAreH. MyHAQ MCAAM TEPMMHIHIH
AYPbIC KOAAAHbIAYbI X8He apab TiAiHEeH aAblHFaH «kuhaa» CE3iHIH MeHIH alKbiHAQY YLWIiH Kenbip
oMAap MEH KbICKallla MBAIMETTep BepiAreH. 3epTTeyAi XXYpridy, KO3AEAreH MaKcaTKa, HOTUXKere XXeTy
6apbICbIHAA CAABICTBIPY MEH Fr€PMEHEBTUKAABIK, TAAAQY BAICTEPI KOAAAHBIAABI.

TyiiiH co31ep: KMOEepPKEHiCTIK, MHTEPHET, KNBEPTEPPOPM3M, aKMNapaTThik, KOFaM, (OU3MOAOTUSIAIK,
COFbIC.

M. Abayanaesa
MexxayHapoaHas Mcaamckas Akapemus YsbekucraHa, YabekmcTaH, r. TalwkeHT,
e-mail: mirzohira@mail.ru

Knbepaxxmuxaa;: BbipakeHUsi TeppopM3Ma B MHTEPHeTe

HaceroaHsiwHmm aeHbceTb MIHTEPHET, HapsiAY CObICTPOMNpornaraHAOM MMacCOBbIMMUCIIOAb30BaHMEM
CpeAM AIOAEN, yXKe CTaAa MHTErpatopoM KYAbTYPbl, @ 3HAYMT, CPEACTBOM KOMMYHMKALMM MEXAY
613HecoM, notpebuTenem U npaBUTEALCTBOM. OAHAKO, MO Mepe YBEAMUEHUS YMCAQ MOAb3OBaTeAel
YBEAUYMBAAUCD M CAyYam OTKAOHEHMS OT ero nepBOHAYaAbHOrO MCMOAb30BaHME. B yacTtHoCTM, 3TO
BKAIOYAAO B cebsl nopHorpadmio, KOHTEHT, NMponaraHAMPYIOLWMIA HACUAME, @ TaK>Ke BAUSHWUE CKPbITbIX
LieAeit, MpecAeAyeMbIX PA3AMYHBIMU 3KCTPEMUCTCKMMM, TEPPOPUCTUYECKMMM OpraHm3aumsamu. [pynnsbi,
NMPeCcAeAYIOLLME PA3ANYHbIE CKPbITbIE, MOAUTUYECKME LIeAU, CTaAM MCMOAb30BaTb 3TY CETb AAS BEAEHMS
CBOE MPOMaraHAMCTCKOM MAM KOMMYHWMKALMOHHOW paboThbl, OOLLEeHUS CO CBOMMM CTOPOHHMKaMM,
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MH(MOPMUPOBaHMS OBLIECTBEHHOCTM O TOM, YTO OHM AEAQIOT, U AAXKe AAS OCYLIECTBAEHUSI CBOEM
AEITEABHOCTM C Momolublo MHTepHeTa. B cTathe Takxke MpPUBOASTCS BbIBOAbI M PEKOMEHAALMK MO
NPOUCXOASLLEMY B KMOEPNPOCTPAHCTBE KMOEpPXKMXaAy M KMOEpTEPPOPM3MY Ha OCHOBE HayudHbIX
MOAXOAOB K HMM. AQETCS KPaTKOe M3A0XKEHME MPAaBUAbHOIO WMCMOAb30BAHWMS TEPMMHA «MCAAM» U
3HAUEHME CAOBA «AXKMXaA» apabCKoro NpPomncxoxAaeHus. Mpu NpoBeAEHUU MCCAEAOBaHUS!, AOCTUXKEHUM
HaMeuYeHHOM LieAW, pe3yAbTaTa MCMOAb30BAAMCh METOABI CPAaBHEHUS U FEPMEHEBTUUECKOTO aHaAM3a.

KatoueBble cAoBa:  KuOGEeprnpoCTpaHCTBoO,
0611ecTBO, (p13MoAOrMUecKas BoHa.

Introduction

The network, which was used for academic
purposes by interconnecting computers in the
1970s, changed its character 20 years later and
spread widely. More than 18,000 private, public
and national networks were connected to each-
other by this network in the mid-1990s. 3.2 million
head computers along with 60 million users from
developed countries were connected to these
networks. According to the approximate calculations
carried in the beginning of the XXI century, their
number has increased by more than a billion.

The opportunities such as easy communication,
lack of rules, large audience coverage, speed of data
flow have led the Internet to become a lightweight
way of achieving the goals of those who commit ter-
rorist acts that threaten the society.

These advantages did not go unnoticed by
terrorist organizations, regardless of their political
purpose. Terrorist organizations operating in
different points of the world have united in a single
global network.

Justification of the choice of articles and goals
and objectives

The term cyber jihad is one of the new in
Religious Studies. However, studing them and using
it in a scientific literatures gives an opportunity to
separate reality from delusion it. The article anylyses
the orthodox meaning of jihad and transformation it
to cyberspace. For this reason, it was chosen as a
object term “jihad” and “cyberjihad”.

Scientific research methodology

Since the cyber jihad is considered as relatively
new term in scientific discussions, the studies in this
regard hardly exist in uzbek language. nevertheless,
the classical aspects of the issue have been
comprehensively studied by a number of scientists
and researchers, namely, Muradov (2019); Uvatov
(2002); Komilov, Khasanbaev (2009); Zakrulaev
(2010); Giyibnazarov (2013); Savelova (2018);
Betanov (2018), Onwudiwe (2018); Alexander
(2019); Ivanov (2019). Also, terrorism is not a new
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subject of scientific research. Moreover, terrorism
is far from new subject of scientific investigations.
The study of their content, essence, properties and
appearance occupies a significant part in researches
of representatives from the relevant field. Terrorism
has become an object of scientific research since
the time of the great french revolution (Manferd,
1989:351). The main accent in such researches was
put on the analysis of history of extremism and
terrorism and their aspects related to spirituality
and religion (Abduhamidov, 2018; Umarov, 2018;
Rahimjonov, 2019).

Fromthe second halfofthe 1990s, there have been
observed even more intensive public functioning of
religious organizations in cyberspace. During this
process, diverse organizations also promote their
own political goals by means of masquerading as
religion organizations with respective purposes
through web pages on the internet (Surma, 2016:40;
Seed, 2019; Vacca, 2019; Osman K., Alarood A.,
Jano Z.,Ahmad R., ManafA., & Mahmoud M. 2019;
Topal R. 2019). In this regard, it should be noted that
the prime task of the “internet space” doesn’t only
consist of providing information about the activities
of this or that social institution, but also includes
a utilizing of new technologies on the basis of the
unification of people of traditional religions.

An analysis of the cyberjihad phenomenon in
geopolitics, calling on cyberjihad to carry out con-
sumer activity as well as terrorist activities on the
web, studies have been conducted by Western sci-
entists as a virtual war. The methods of comparison,
generalization and germenetic analysis were used,
in this article.

Results and discussion

Cyberjihad and cyberterrorism’s interpretation.

For a broader understanding of the cyberjihad
process, it is necessary to properly understand
its interpretation in Islam. “Jihad” — (Arabic.
“enthusiasm”,” “employing power’”’) means “serious
effort”, which means that a person does his best
in order to achieve his goal (Zhaholatga garshi
ma’rifat, 2019: 33). In terminology, however, this
word is used in many meanings. In particular, there
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are such types of “jihad” as: calling to the way of
Allah, calling for virtue and preventing from doing
evil, the struggle of a person against his own desires
in the way of Allah, serving to parents.

The following hadith narrated from Imam Ter-
meziy, which says:” the excuse of Jihad is that man
must strive against his own self as Allah Almighty
pleases” can be considered as an evidence for this.
In addition, Imam Bukhari and Imam Muslim have
narrated: “one person approached to the messenger
of Allah and said:” I want to participate in jihad.”
Then the messenger of Allah asked if he has parents.
“Yes,” he replied. Then messenger of Allah said,
go attend them and help, do your service! “This is
going to be your jihad,” the messenger said. Thus
muslim elders claimed that the service an offspring
does to its parents is equaled to jihad.

The word “jihad” isn’t translated as “war” in
Arab dictionary but the word “qitol” carries the
meaning of “war”. Jihad in Islam, first arose not in
the sense of war, but in the sense of calling to the
religion of Allah. Passionate desire overcoming it
and striving to live in accordance with the Sharia,
finding and saying the place of the true word, is also
included in the World (Islamic Encyclopedia, 2017,
p- 164).

So what cybersecurity means is to wage war
in cyberspace using the latest digital technologies
(Drobotenko, 2019, p. 27). The distinctiveness of
the cyberjihad phenomenon is characterized by
its complexity. It involves both technological and
technical aspect. If the technological aspect masters
the method of informational and psychological in-
fluence on human consciousness, the aspect of dam-
aging infrastructures and causing serious techno-
genic accidents will be acquired. And the technical
aspect makes it possible to carry out cyberterrorism.

Western media has been covering the subject
of terrorism, in connection with violent extremism
and sacred war, in recent years. The threat of the
cyberterrorism covers media, security associations
and information and communication technologies.
The term cyberterrorism began to be used in the
late 1980s as part of research on the potential risk
of high technologies in the emerging “informatized
society”, with increasing rates of internet use. At the
beginning of the 90s, the National Academy of Sci-
ences of the United States cited computer security
reports that “tomorrow’s terrorist could inflict more
horrific damage than a bomb just using computer
keyboards.”

Dorothy Den, a professor of Computer Science,
in the one of her various articles described cyberter-
rorism — as follows: “cybeterrrorism is a phenom-
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enon that occurs at the crossroads of cybercrime and
terrorism. An illegal attack on computers and net-
work information aimed at forcing or intimidating
a government or nation to achieve political or social
objectives is understood to be dangerous. Further-
more, in order for the cyber-thread to be considered
as terrorism, the degree to which fear arises must be
an attack resulting from damage or violence on hu-
mans and property. Attacks that lead to human death
or physical injury, as well as explosions and strong
financial losses, can also be considered as cyberter-
rorism. Serious attacks on strategic objects can be
considered a cyberrorism movement, too. Attacks,
which do not prevent work to be carried on or have
only a disturbing effect are not considered as cyber-
terrorism.

It is important to distinguish between
cyberterrorism and ‘“hacktivism” (a combination
of the words hacker and activism) from each other
in such cases. The “hacking” movement is an ac-
tion aimed at exposing data, using vulnerabilities
in computer operating systems or software and
manipulating, both online and in secret. In contrast
to hacktivists, hackers do not usually have a politi-
cal program. Primarily, hackers have four types of
weapons in their arsenal: virtual blockade (block-
ade); attack on e-mails; hacking on the site and com-
puters; computer viruses.

Virtual blockade (siege) is a virtual form of the
physical blockade. Complaintents generalize the
traffic of the site to this extent, so that another user
can not have an access to this site. “Swarming” if
there’s a great number of users approached the
website at once, operating lags in this site occure.
“ worm “also serves to increase the impact of the
second type of weapons of the hacktivists: an attack
on an email is also known as “ Ping — attack”, that is,
sending thousands of letters at the same time.

Breaking into the site and computers — many
cybercriminals use the third weapon of hacktivists.
Computer systems should be disrupted in order to
reveal the information, correspondence, financial re-
ports and other files to carry out this process. We can
observe that such crimes are annually increasing.
For instance, according to the report of the Center of
coordination group for Rapid Response to computer
accidents, in 1997, the state of computer disruption
encountered 2 134 times , in 2000, their number in-
creased by 21 756 units, in 2003 by 137 000. These
numbers show the rise in quantity cyberattacks and
how the thousands of victims have become the ob-
ject of simple and complex hacking machines.

The fourth weapon of the hacktivists involves
viruses. Being in form of malicious strings of code
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they can damage computers and spread one com-
puter to another via network.

Although, hacktivism is aimed at political goals,
it isn’t considered as cyberterrorism. Admittedly,
hacktivists counteracts and disable hardwares, how-
ever, they don’t aim to kill , hurt or frighten some-
one. Nevertheless, the hacktivism lifts the risk of cy-
bertrorism to the first place. In addition, the border
between cyberterrorism and hacktivism can some-
times be washed away. Particularly, hacktivists led
by terroristic groups or vica versa, the hacktivists
assistance to terrorists by enhancing their activity
and attacking the strategically important infrastruc-
ture such as, electricity network and the emergency
service, are the acts of cyberterrorism.

During the years 2003-2004, hundreds of sites
serving or supporting terrorists were identified, while
analyzing web sites on the internet (Weimann, 2004).

Ineternet terrorist-inspired websites quickly ap-
pear, change their format and disappear in a blink.
In general, those disappeared web sites change their
online address but keep the content.

According to the analysis of Professor Gabriel
Weinman of the University of Haifa, terrorism in-
spired web sites target three types of audiences on
their own (Weimann (a), 2004):

Current and potential supporters.

Web sites in the spirit of terrorism put great ef-
fort on the use of slogans and sell to their support-
ers various items, for example, T-shirts, emblems,
badges, flags, videos and audios are also promoted
by them. Usually such organizations try to “lure” lo-
cal supporters into the bait through websites in that
language. In addition, they post detailed information
about their activities, about the internal policy of the
organization, its supporters and enemies in those
web sites.

International community opinion. The interna-
tional community is not directly involved in these
conflicts, but is interested in versions of the site dif-
ferent from the local language and their practice.
From numerous content analyzes it is known that
foreign journalists are also under their target. Often
it’s important indeed for foreign journalists to get
a detailed information about the occured accident.
Only one Hezbollah site offers journalists to col-
laborate with their press House via e-mail.

Contrary community. The access for public,
which most oppose the content of the sites, is not
clearly exposed. However, some sites try to demoril-
ize the enemy by attacking him and evoking a sense
of guilt. In such a process, they try to change the
public opinion and “raise”it against the statements
of those who oppose it.

Ways terrorists use the internet

Scientists have noted that there are eight ways
that terrorists use the internet. These are:

Psychological war;

Promotion and propaganda;

Data collection;

Collecting money;

Recruitment and mobilization;

Sharing information;

Planning;

Agreement.

Terrorism is usually understood as a psychologi-
cal war, so that terrorist planned to wage similar
type of war. There are several ways for terrorists to
lead such a war. For instance, they use the internet
to spread false information, to organize an attack
aimed to persuade people in their vulnerability, to
disseminate pictures of corps of people who have
been brutally killed, taken from their latest practic-
es. Moreover, terrorists carry out a psychological of-
fence , through cyber fear. An example of this is the
formation of belief that terrorists in the public can
come up with such a threat as committing a catastro-
phe through the dismissal of control in the air trans-
port system or by attacking computers that regulate
the national economy system.

As the possibilities of the Internet have in-
creased, the possibilities of the popularity of ter-
rorists have also expanded. Previously, they sought
to attract the masses to their activities through the
printing press, radio and television. However, they
couldn’t achieve their goals because of multi-lay-
ered. Today, every terroristic organization has man-
aged to have websites that it disposes of. Accord-
ing to Professor G. Weinman, such sites usually use
three types of rhetorical structure in justifying the
violence perpetrated by the organization.

Firstly, terrorists declare that they have no other
measures than to resort to violence. Terroristic orga-
nizations usually describe such cases as the brutal
killing, limited freedom of speech and prisoning of
their supporters. Thus, they display themselves as
small, helpless organization which are victimized by
a stronger state organization.

Secondly, the rhetorical structure is to legalize
the use of this violence and thus to blame the
opponent. So members of this movement or organi-
zation, position themselves fighters for liberty.

Thirdly. extensive use of the word in the rejec-
tion of the use of violent methods in the rhetorical
structure. These terroristic organizations declare
and call for peacefull solution and diplomatic ne-
gotiation by accepting their goals on these web
sites.
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They use multimedia technologies that embody
ideological and practical recommendations within
the propaganda, advertise, justify and interpret
terrorist activities in the internet. Virtual texts, pre-
sentations, magazines, theoretical data, audio and
video files, as well as electronic games created by
terrorist organizations and their supporters can be
examples of these.

The internet can also be interpreted as a large
digital library. The world wide web itself offers
billions of data pages today. The majority of these
data is free. Such open data space will facilitate the
collection of information for terrorists.

Terrorists have already turned to experts in the
dissemination of propaganda and attacks through
the Internet. However, while carrying cybercrime
out, they try not to deteriorate network activity as
much as possible, because the disruption in the in-
ternet is equal to the disruption in their own com-
munication. According to experts K.Siaxari and
J.Rollins, cyberattacks could be comprised of the
following four areas:

loss of integrity, the information can be changed
in the way it does not fit together;

Loss of connectivity. Here continuously
processing information systems are modified to the
extent that registered users cannot access them;

Loss of privacy, the disclosure of critical
information for the unregistered user;

Material destruction, that is, information systems
cease to function as planned as a result of material
damage caused by different teams

In addition to using the internet to disseminate
information and videos in an extremist spirit, it is also
used as a directing force by secretly communicating
with interested people who seems to have a tendency
to such actions. The Internet forums, chat groups
have become a strong global “soldier” reserve for
terrorist organizations and their supporters.

Advices

Experts on combating terrorist activities in the
Internet provide the following recommendations:

Dissemination of information on educational
and behavioural content via the Internet in different
languages, with the aim of exposing claims in the
spirit of terrorism.

The more they use the internet for terrorist pur-
poses, the more analytical data they provide to fight
against themselves;

To create a healthy immune system in young
generations on consuming of informational stream.

Along with the positive aspects, it is also nec-
essary to be aware of the negative consequences
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of the use of informational stream. It is important
to analyze the content and strategy of informa-
tion, as well as to increase the culture of informa-
tion consumption, in the increasingly globalized
world.

The culture of information absorbtion refers
to a system of knowledge, ability and qualifica-
tion that lets receive, sort, understand and inter-
pret information from the flow of information that
serves human interests, fullness and the develop-
ment of society. When it comes to information re-
ception answer to the following questions should
be found in order such a culture and skill to be
nurtured

— Who transmits this information?

— Why is it transmitted in this way?

— What is the purpose of this information
transfer?

The message that the formed culture of informa-
tion absorbtion is contrary to our national interests
and values, passes its specific shield role in relation
to information. Therefore, the formation of rational
and qualified use of the global information’s oppor-
tunities in young people has a vital and practical im-
portance today.

Even when it comes to the guidelines of the
Islamic religion, it is required to examine and
clarify it before believing in a transmitted mes-
sage. In particular, in the 6-th verse of the Surah
Hujurat of the Koran Karim the following state-
ment is said: “O believers! If any one brings you
a message, you must determine and examine it
so that you do not regret what you have done by
putting a burden on people who are in a state of
ignorance!”

There’s another verse of the Koran about this
which also calls people not to follow the mes-
sage and information received by various means
blindly: “(O man!) Do not follow what you do
not know exactly about! Because everyone will
be responsible on each of the ears, eyes, hearts”
(Isro, 36).

A few hadiths of the Prophet Muhammad are
also narrated alike: “ Allah checks the message, Sa-
tan makes a haste decision,” is said. Also, there’s an-
other hadith narrated from Abu Huraira, where the
messenger of Allah says: “To the fact that a person
to speaks about everything he has heard is enough
for him to be considered as a liar”.

The person who acts according to information
he heard but didn’t check on whether it is true or
not is equaled to a liar. This is because it creates the
ground for the realization of the merciless goal of
the one who is spreading the message.
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Conclusion

From the comments above, we can conclude
that in the fight against extremism and terrorism,
special attention should be drawn to following as-
pects in the formation of ideological immunity in
young people:

— Educate individuals to have an independent
mind, a worldview formed on a healthy basis and
a strong will. Educate young generations to distin-
guish between the various bads, create a sense of
respect for national values and the immune response
to influence of different religious streams by form-
ing a healthy lifestyle in their hearts and minds

—to live constantly alert and considerate towards
ideological threats, not to communicate with suspi-
cious individuals who promise to teach the religion
of Islam, avoid illegal published or prepared reli-
gious content, literature, disks, materials on mobile
phones, sites that promote jihad, extremism, terror-
ism and missionary activities in the internet;

— promotion of a healthy lifestyle among young
people, formation of their spiritual and moral educa-
tion, implementing of efforts on the basis of coopera-
tion of family-neighborhood-educational institution

in the perfection of such great qualities as patrio-
tism, humanism, kindness, in the minds of youth;

— to promote not to rush to directly receive and
access to information on religious issues in today’s
realities of intensive exchange of information and
not getting a prisoner of information offences;

— the formation of religious tolerance, respect
for representatives of other nations.

— to prevent the emergence of negative percep-
tions and reflections about religion among the popu-
lation in order people to apply to the representative
of the Office of Muslims of Uzbekistan, local imams
and specialists of the religious sphere with questions
of faith, prayer and other religious issues.

Thus, the effectiveness of spiritual and educa-
tional propaganda in protecting against ideological
attacks of various manifestations under the guise of
religion should be increased in the 21st century, when
the informational battle has intensified. The younger
generation should be provided with in-depth ana-
lytical information about the positive changes taking
place in our lives, their social activity should be im-
proved. Thus, “the idea against the idea, the thought
against the thought, the combat against ignorance
with enlightenment” will play a vital role.
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