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CONTEMPORARY ASPECTS
OF CYBERTERRORISM MOTIVATED BY RELIGION

The article examines the subject of religious cyberterrorism, which is remains relevant in the con-
temporary discourse. The author underlines the possibility for terrorist organizations to form “sleeper
cells” and “lone wolves” who can be deployed at any time to complete their missions. The article out-
lines religious terrorist organizations’ goals and propaganda methods, as well as countermeasures and
counter-propaganda strategies. The relationship between their goals and propaganda tactics, informa-
tion, and psychological methods of persuasion employed by propagandists is examined. The purpose
of this article is to examine the information strategy of terrorist group propagandists aimed at recruit-
ing new combatants, as well as a qualitative examination of legal, technical, and counter-propaganda
methods adopted by various governments throughout the world to counteract terrorist propaganda. The
author lists countermeasures and evaluates each one’s effectiveness. China is used as an example, as it
is now the most effective in technological terms, despite criticism from human rights groups. As part of
a counter-agitation approach, the experience of getting clergy to dispute terrorist organizations’ religious
doctrine is explored. It is concluded that, notwithstanding the defeat of ISIS, the problem of opposing
religious terrorist propaganda operations remains relevant today. The most essential feature of the article
is the investigation of this subject within the context of Kazakhstan.

Key words: cyberterrorism, cyber jihad, counter-propaganda, Internet, propaganda of religious ter-
rorist organizations.
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AiHU MOTHBTEHreH KubepTeppopr3MHIH,
3amaHaym acrekTiAepi

Makana kasipri TaHaa Aa ©3ekTi GOAbIN OTbipFaH KMOEPTEPPOPM3M MOCEAECIH 3epTTeyre
apHaAaAbl. ABTOpP TEPPOPAbIK, YbIMAAPAbBIH, «YMKbIAAFbI YALLbIKTAPAbI» XOHE «KaAFbI3 KACKbIPAAPAbI»
KYPbIr, OAAPAbI KE3-KEATEH YaKbITTa 63 MYAAEAEP YLUIH NalAaAaHy bIKTMMAAAbIAbIFbI Gap €KEeHAIriH
aTan eTeai. MakaAaaa AiHn GarbiTTarbl TEPPOPAbIK, YBIMAAPABIH MakcaTTapbl, yriT-HacMxaT TOCIAAEPI,
OAapfa ToMTapbiC 6epy >keHe KOHTPrponaraHAA LiapaAapbl KEATIPIAEAi. ABTOP OAAPABIH, MaKcaTTapbl
MEH YriH-HacMxaT TaKTMKacbl apacblHAAFbl ©3apa GanAaHbICTAPbIH, MpoMaraHAMCTEP MNariAaAaHaTbiH
aKMapaTTblK, >K8HE MCUXOAOTUSABIK, bIKMAA €Ty BAICTEPIH KapacTblpaabl. MakaAaHblH MakKcaTbl
TEPPOPABIK, YbIMAAP MPOMaraHAMCTEPIHIH 63 KaTapAapblHa >XKaHa MyLIEAEpPAl TapTyfa OarbiTTaAFaH
aKMapaTTbIK, CTpaTErnsaAapbiHa, COHbIMEH KaTap 9AEM eAAEPiHIH OAAPAbIH NMpomnaraHAacbiHa TOMTAPbIC
6epy YLUiH NaiAaAaHaTbIH KYKbIKTbIK, TEXHMKAABIK, XOHE KOHTPArMTaUMSAbIK, iC-luapaAapbiHa CanaAbIk,
Tanaay xacay. Tontapbic 6epy LapaapbiH Ti30EKTeN OTbIPbIN, aBTOP OAAPAbIH 8PKANChIHbIH TMIMAIAITIH
TaApanAbl. KyKbIK KOpFayLlblAAQpAbIH, CbiHbIHA KapamMacTaH TEXHUKAABIK, TYPFbIAAH Ka3ipri yakbITTa eH
THIMAI TOCIA BOABIN caHaAaTbiH KbITalAbIH MbICaAbl KEATIpiAeAl. KOHTparnTaumus ctparermscol ascbiHAa
TEPPOPAbIK, YNbIMAAPAbBIH, AIHM MAEOAOTMSCHIH >KOKKA LbIFapy MakKcaTbiHAA AIHU KbI3METKEPAEPA|
TapTy ToXipnbeci KapacTbipbiAaAbl. MakaAaHbIH KOPbITbIHAbICbIHAQ MITA KeHiAreHiHe KapamacTaH
TEPPOPABIK, YMbIMAAPAbIH MponaraHAaCbiHa TOMTapbIC Gepy MaceAeci Kasipri Kesae Ae ©3eKTIAIriH
>KOFaATIaFaHbl aMTbiAaAbl. MakaAaHblH MaHbI3Abl TYCbl KMbepTeppopmam maceaeci KasakcraH
KOHTEKCTIHAE KapacTbIPbIAQAbI.

Tyiin cesaep: knbepteppopusm, Kubep AXMXaA, KOHTprpornaraHaa, MHTEpHET, TeppopAbik,
YMbIMAAPAbIH YTiT-HacuXaTbl.
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CoBpemMeHHble acneKTbl
PeAMrMO3HO-MOTMBUPOBAHHOIO KMbepTeppopu3ma

CTaTbs NOCBSLWEHA UCCAEAOBAHMIO MPOBAEMbI KMOEpTEPPOPM3MA, KOTOPbIA OCTAETCSl aKTyaAbHOM
1o ceil AeHb. ABTOP MOAYEPKMBAET BEPOSTHOCTb CO3AAHUSI TEPPOPUCTUUECKMMM OPraHU3aALLUSIMU «Cris-
LMX UeeK» U «OAMHOKMX BOAKOB», KOTOPbIX OHU B AIOGOM MOMEHT MOTYT MPUBAEUb AAS AOCTMXKE-
HMS CBOMX 3aAau. B cTaTbe MpUBOASTCS LleAM, METOABI MpoMaraHAbl TEPPOPUCTUUECKMX OpraHM3aLmi
PEAMIMO3HOIrO XapakTepa, Mepbl MPOTUBOCTOSHMS U KOHTprponaraHAbl. O6Cy>KAQETCS B3aMMOCBSI3b
MEXAY MX LleASIMU U TaKTUKOW MporaraHAbl, MH(pOPMALMOHHbIE U NMCUXOAOTMYECKUEe METOAbI BO3AEH-
CTBUSI, MPUMeEHsieMble nporaraHancTamu. Lleabto cTaTbu SIBASIETCS pacCMOTpeHWe MHGOPMALLMOHHOM
cTpaTerny nporaraHAMCTOB TEPPOPUCTUUECKMX OPraHM3aLMiA, HaNPaBAEHHONM Ha NMPUBAEYEHUE B CBOM
psiAbl HOBbIX GOWMLOB, @ TaKXKe KAueCTBEHHbI aHAAM3 MPABOBbIX, TEXHUYECKMX M KOHTPAruTaLMOH-
HbIX Mep 60pbObl C MX NponaraHAbl, MPYMEHSIEMbIX PAa3AMUHbBIMK CTpaHaMK mupa. [epeuncasas mepbl
NPOTUBOAEMCTBUS, aBTOP aHaAM3MpyeT 3(pheKTUBHOCTb KaXXAOM Mepbl. [NprnBoanTcs npumep Kutas,
KOTOPbIN B TEXHUYECKOM MAQHE Ha AQHHbIA MOMEHT SIBASIETCS HanboAee 3(h(PEKTUBHbIM HECMOTPS Ha
KPUTUKY MPaBO3aLLMTHUKOB. B pamkax cTparerum no KoHTparvtaumm o6Cy>KAAETCsl OMbIT NpUBAEYe-
HWS CBALLEHHOCAY)KUTEAEN AAS ONPOBEPIKEHWUS PEAMTMO3HOM MAEOAOTUM TEPPOPUCTUYECKUX OpraHu-
3auUmi. AeAaeTcsl BbIBOA O TOM, YTO MPo6GAEmMa MPOTUBOCTOSIHMS MPOMaraHAMCTCKON AEATEAbHOCTU
PEAUTMO3HbIX TEPPOPUCTUUECKMX OPraHM3aLMii Ha CErOAHSILLHMIA A€Hb He MoTepsiAa CBOei OCTPOTbl
HecMoTpS Ha nobeAy Haa MITMA. BaxkHeMLLIMM acreKkToM CTaTbu IBASIETCS M3YUeHMe AQHHOTO BOMpoca

B KOHTekcTe Ka3zaxcTraHa.

KatoueBble cAoBa: knbepTeppopusm, KMbep AXMxas, KOHTprpornaraHaa, MHTepHeT, npornaraHaa

TEPPOPUCTUUECKMX OPraHU3aLLMiA.

Introduction

The Internet, which began to take shape in the
late 20th century, has become a crucial part of nearly
every aspect of our lives. Originally connecting only
the small number of computers, it has since trans-
formed into a massive global network that links bil-
lions of people. The number of users is also growing
at an extraordinary pace. In today’s world, the Inter-
net has created immense opportunities for progress,
ranging from easy access to information to various
business endeavors.

With its arrival, obtaining information has be-
come incredibly easier; users can find what they
need with just one click. Additionally, the Internet
provides numerous benefits, including extensive au-
dience reach, privacy, swift data delivery, and the
capacity to combine text, visuals, audio, and video.

These features of the Internet have drawn the
interest of extremist groups, who manipulate it to
further their objectives — a phenomenon known as
“cyberterrorism.” Some analysts refer to this as “cy-
berjihad,” especially in light of recent worldwide
events (Bogdan-George, 2020: 10).

Cyberterrorism, a variety of terrorism, poses a
considerable threat on a global scale that remains
urgent in contemporary times. Achievements in
developing counter-narratives should not divert ex-

perts from the persistent issues that cyberterrorism
presents. In a time characterized by rapid progress in
information technology, the Internet has dissolved
national borders, greatly aiding the activities of
those promoting religious terrorism.
Cyberterrorism carries grave consequences
that impact society, the economy, and political
landscapes. From an economic perspective, large
corporations frequently find themselves as prima-
ry targets, incurring substantial financial setbacks
due to cyberattacks. These incidents can disrupt
energy systems and impede the operations of fi-
nancial institutions. Such waves of terrorism can
erode a nation’s credit stability and attractiveness
to investors, ultimately leading to a decline in the
business climate, company closures, and rising un-
employment levels. Socially, it instigates turmoil
within the religious sphere, inciting faith-based
animosity, disturbing public order, and escalating
tensions, which contribute to increased intolerance
and negative perceptions of religion. For example,
the emergence of ISIS ignited fervent discussions
in Western society regarding the essence of Islam,
intensifying anti-Muslim sentiments. In the Mid-
dle East, ISIS’s propaganda not only stimulated
extremism but paradoxically also provoked a rise
in atheism. Politically, the consequences of cyber-
terrorism are noteworthy, as effective propaganda
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can pave the way for the rise of religious extrem-
ists and a broader support base. Initially, the global
community was largely unaware of the rise of the
terrorist organization ISIS on the world stage. Cap-
italizing on this oversight, the group managed to
seize a significant portion of Iraq, later spreading
into Syria. An even more serious misstep was the
world’s inability to quickly identify ISIS’s online
propaganda efforts (Badawy, Ferraro, 2019: 21).
The results were immediate. People from various
nations began to flock towards this emerging ter-
rorist group. This information spread like wildfire,
deeply affecting the minds of many individuals.
Enticed by ISIS’s compelling narratives, a num-
ber of citizens from Kazakhstan found themselves
drawn into terrorist activities. The sweeping digital
propaganda campaign led by ISIS was remarkably
efficient, luring individuals from all parts of the
globe, including those in Kazakhstan. Many citi-
zens, influenced by the ideologies of these extrem-
ist factions, not only aligned themselves with ISIS
but also actively encouraged others in their com-
munities to join their cause (Charlie, 2015).

Based on the information at hand, it is essential
to conduct a thorough investigation into cyberterror-
ism, especially concerning its current and potential
dangers to local religious academics. This analysis
is key to devising practical approaches to counter
these threats and for creating counter-narrative strat-
egies aimed at addressing cyberterrorism.

Justification for the choice of topic, goal and
task

The term “cyber jihad” came into use in the ear-
ly 2000s, signifying the growth of religious extrem-
ist groups navigating the worldwide digital realm.
Since its introduction, these organizations have pur-
sued a clear goal: to harness the internet for a propa-
ganda initiative that could develop into a significant
threat to security. Presently, security analysts report
that these groups are focusing on creating “sleeper
cells” and “lone wolves” through targeted online re-
cruitment efforts. When these individuals are mo-
bilized, they can be activated at strategic times and
places to execute their plans (Al’bo, 2022: 18).

Kazakhstan, like other countries worldwide, is
facing a new security threat: cyberterrorism. The
defeat of ISIS might foster a sense of security; how-
ever, it’s imperative to acknowledge that individu-
als connected to the group who are still free pose
a risk through clandestine propaganda efforts. The
online environment allows these agendas to be pur-
sued from nearly any location across the globe. As
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information technology rapidly evolves and the In-
ternet blurs national boundaries, the tasks of terror-
ist propagandists have become significantly more
straightforward. The global nature of cyberterrorism
adds complexity to counteracting it effectively. This
scenario highlights the vulnerability of nations, in-
cluding Kazakhstan, to the dangers of cyber terror-
ism. Therefore, it is essential for Kazakh religious
scholars to conduct a comprehensive examination of
this issue, incorporating lessons learned from other
countries’ experiences in fighting cyberterrorism, in
order to develop robust counter-propaganda mea-
sures.

Scientific research methodology

The paper provides a conceptual analysis of the
phrase “cyberterrorism.” This analytical method
examines the fundamental principles surrounding
“cyberterrorism.” The author emphasizes the distin-
guishing features of both “cyberterrorism” and “cy-
berjihad.” The study concludes that both names can
be used interchangeably. The research includes a
content analysis of various expressions of cyberter-
rorism, examining the goals and propaganda meth-
ods used by terrorist organizations. . Furthermore,
it scrutinizes and contrasts the technical measures
adopted by Western countries and China in their ef-
forts to address cyberterrorism. Considerable focus
is placed on counterstrategies and counter-propa-
ganda initiatives, along with an assessment of their
effectiveness.

Results and discussions

The term “cyberterrorism” was first coined
in 1980 by Barry Collin, a prominent figure at the
California Security Intelligence Institute. Original-
ly, the term referred to physical assaults on digital
networks. However, as the Internet transformed into
a global media outlet, its definition expanded to in-
clude the use of online platforms for spreading ex-
tremist beliefs. Despite this evolution, Kazakhstan
currently lacks a clear legal framework addressing
“cyberterrorism,” which experts believe signifi-
cantly impedes efforts to identify and thwart such
activities.

The term “cyberjihad” arose during a period
when the nature of terrorism increasingly acquired
a religious aspect. The specific origin of this term
is uncertain, but it gained visibility alongside the
emergence of the ISIS group in the Middle East.
Significantly, cybersecurity expert James Scott
wrote a book “The Anatomy of Cyber-Jihad: Cy-
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berspace is the New Great Equalizer” addressing
this threat and extremist agendas in today’s inter-
connected world.

The theatricality of cyberterrorism increases
its effectiveness: “Terrorism is theater, attacks are
often carefully staged to attract the attention of the
electronic media and the international press” (Jen-
kins 1974: 31). Each terrorist act is extensively doc-
umented, including its scope, intentions, and effects.
The immense resources of the Internet have tremen-
dously benefited religious radicals in their efforts.

It is crucial to recognize that the intention be-
hind these terrorist groups displaying their “capabil-
ities” online is not their only objective; they aim to
achieve a range of other meaningful goals through
their digital activities:

Familiarize audience with their objectives, pro-
grams and objectives. Terrorist organizations pri-
marily aim, as they claim, to implement the divine
laws, which leads them to target the current secular
regime and its system, striving to eradicate their ad-
versaries.

Recruiting new supporters. This is an ongoing
priority, involving the dissemination of comprehen-
sive information in the native language (for instance,
Kazakh) about the activities, goals, supporters and
enemies of the terrorist group.

Radicalization of new members. The radical-
ization process includes changing individual mind-
sets and promoting extremist religious ideologies
through psychological manipulation.

Raising funds. Many foundations use the In-
ternet to gather donations for their activities, and
religious terrorist groups are no exception in this
aspect. Terrorism relies heavily on continuous fi-
nancial support, thus these groups actively connect
with their supporters and utilize online platforms to
ensure they obtain the necessary funds. Moreover,
cyberattacks against banking websites are often car-
ried out to gather sensitive information from users.

Expert analyzes in religious studies yield valu-
able information about the aims of religious terror-
ist groups, quantifying their objectives in terms of
percentages.

@ Agitate one's programs
@® Recruiting new supporters
Radicalization of new members

@ Raising funds on Internet

Figure 1 — Process of cyberterrorism

The propaganda methods of terrorist organiza-
tions come from the above goals. Based on religious
content analysis, the following propaganda methods
were identified.

Sharia is single source of legislation. This is the
main argument in the propaganda utilized by reli-
gious extremists revolves around the assertion that a
secular regime has been imposed on Muslims by the

enemies of Allah, who they identify as Western pow-
ers and their domestic allies. They contend that this
imposition is the fundamental source of the problems
facing the Islamic world today. According to their
perspective, adopting Sharia law represents the sole
solution to effectively tackle these challenges.
Shaping an image of the enemy. In the context of
warfare, a guiding ideology is crucial, as it divides
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people into two groups: “us” and “them.” This tech-
nique enables propagandists to define an adversary
and inspire their supporters to take up arms against
that foe. From a religious perspective, followers of
these extremist factions differentiate between “be-
lievers” and “non-believers.” Importantly, the term
“non-believers” encompasses not just those of other
religions but also Muslims who back the existing
government, collaborate with secular leaders, or
subscribe to alternate interpretations of Islam (Ol-
ive, 2019: 272). For example, during the Syrian civil
war, ISIS declared its intent to transform the nation
into a cemetery for Shiites and specifically targeted
influential Islamic figures, as seen in the 2013 assas-
sination of Muhammad Said Ramadan al-Buti, who
was killed due to his allegiance to Bashar al-Assad.

Formation of the hero’s image. The narrative
centers on illustrating a character committed to a
“holy war” who is ready to sacrifice their life for
their intense goal: the establishment of Sharia law,
liberating Muslims from the Western secularism,
and seeking retribution against those who challenge
Islam. These three elements have been emphasized
by religious experts during their analysis of the
content, forming the foundational message of ex-
tremist group propaganda. Their tactics go beyond
these fundamental notions, employing a range of
other strategies. The commonly utilized method is
psychological manipulation. To enhance emotional
resonance, ISIS propagandists connect with their
audience through fervent, convincing, and evoca-
tive language in videos that call for individuals to
join their fight against non-believers. As part of its
propaganda campaign, ISIS circulated a video lec-
ture by its leader al-Baghdadi titled “Brotherhood in
Islam.” The linguistic examination of such material
uncovers messages such as, “How can you, beloved
brothers and sisters in faith, remain passive while
your fellow believers endure suffering? On the Day
of Judgment, you will face accountability for your
indifference?”

The approaches used in propaganda vary de-
pending on the target audience. While all Muslims
are viewed as “targets,” the techniques employed
differ greatly. Studies show that groups like al-Qa-
eda and ISIS tailor their communication strategies
based on whether Muslims are located in predomi-
nantly Muslim nations or in countries where Mus-
lims are a minority.

For Muslims residing in Islamic-majority coun-
tries, the propagandists associated with religious ex-
tremist groups utilized the techniques outlined in the
table. No. 1.
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Table 1 — Methods of cyber terrorism

For Muslims living in
Muslim countries

For Muslims living in non-
Muslim countries

Criticism of the official

clergy Using a sense of belonging

Demonization of everything
un-Islamic, in particular the
Western lifestyle

Demonization of the secular
regime

Glorifying past achievement
of Muslims

Portraying non-Muslims as
enemies of Muslims

Among the various critiques mentioned, the de-
nunciation of established religious leaders is partic-
ularly significant for religious scholars. By portray-
ing official clergy in a negative manner, extremist
factions effectively position themselves as the sole
guardians of what they claim to be the “authentic
interpretation of faith.” For example, sociologists in
Saudi Arabia noted an increase in support for Bin
Laden, especially following his harsh criticisms of
the well-known mufti Ibn Baz, whom he accused of
constantly supporting the monarchy—views that Bin
Laden argued contradicted Islamic teachings (Mah-
fuh, 2021: 6). From the perspective of religious
studies, this strategy presents a serious danger, as
it can damage the standing of official clergy among
believers and simultaneously bolster the appeal of
radical groups. The decline of trust or even a total
loss of faith in official religious figures can have
dire implications, often driving followers towards
extremist organizations.

Polish Islamic expert Marcin Styshinsky con-
ducted a thorough analysis of Al-Qaeda’s published
materials and observed that the organization’s media
efforts revolved around two contrasting approaches.
The first strategy involved vehement criticism, alle-
gations, and insults directed at various adversaries,
including Western governments, military forces, and
local authorities. Conversely, the second strategy
was centered on celebrating acts of terrorism while
motivating both operatives and supporters. These
approaches utilized different rhetorical techniques
that effectively influenced the emotions and percep-
tions of their audience (Styshinsky, 2017: 161-167).

Research conducted by the London Center for
the Study of Extremism, known as the “Quilliam”
Foundation, identifies six key themes in the propa-
ganda of the “Islamic State”: brutality, compassion,
victimhood, conflict, community, and idealism. The
ferocity and aggression exhibited by ISIS militants
are characterized by a celebratory tone. Through-



M. Kurmanaliyev et al.

out various periods, ISIS has circulated disturbing
videos—showcasing executions, the obliteration of
ancient Palmyra, and updates from the battlefield—
thereby conveying a message of dominance to its
adversaries (James, 2016: 32).

The Center for the Prevention of Sectarian Deri-
vations Related to Islam (Center de prevention con-
tre les derivations sectaires liées a 1I’islam, CPDSI)
asserts that Islamist groups offer “straightforward
solutions to essential spiritual and existential in-
quiries, adeptly manipulating the concept of group
identity that strongly contrasts with the broader so-
ciety.” Furthermore, youthful extremists discover a
“coherent value framework that eludes them in their
home country” within the concept of jihad” (Roy,
2017: 55).

It is crucial to emphasize the parallels in the
propaganda methods utilized by religious terrorist
factions and extremist believers. A close analysis
of the language these extremists employ uncovers
various tactics: presenting their version of religion
as the exclusive solution to all social, economic, and
political issues; attacking mainstream religious au-
thorities as pawns of governmental influence; point-
ing out the shortcomings of secular administrations;
positioning themselves as protectors of faith while
branding their opponents as threats; denouncing so-
ciety for deviating from sacred teachings; inciting
hostility towards anything deemed non-Islamic; and
establishing a clear rift between believers and non-
believers, who are labeled as agents of corruption
and injustice.

These strategies do not cover all possibilities,
as specialists in terrorist propaganda can create and
implement more sophisticated techniques. To ful-
fill their objectives, they are willing to employ any
methods. Therefore, to effectively combat these
dangers, it is crucial for religious scholars to con-
sistently examine the propaganda tactics utilized by
religious extremists (Miron, 2023: 15).

The international community has acknowledged
the threat to information security posed by ISIS
and has initiated strong, multi-faceted responses.
Global initiatives encompass: 1) the development
of systems for exchanging effective strategies to de-
ter foreign fighters from joining ISIS; 2) improving
the sharing of intelligence related to overseas ter-
rorists; and 3) enacting measures to locate and ob-
struct routes used by potential jihadists. Each nation
adapts its counter-recruitment tactics according to
its distinct cultural and social landscape.

Political Science Doctor A.A. Kazantsev, re-
flecting on European practices, identifies the follow-
ing as the most effective strategies.

Developing and implementing comprehensive
strategies to tackle religious extremism within the
educational framework involves multiple initia-
tives. These include training teachers to recognize
signs of youth radicalization early on, creating psy-
chological methods to engage with affected young
people, and coordinating school-based activities
that address radicalism while enhancing commu-
nication skills in a diverse, multi-religious setting.
Furthermore, it is essential to set up a 24-hour
helpline for those facing related issues and to carry
out public awareness campaigns, such as broad-
casting specialized programs and public service
announcements on television, along with distribut-
ing educational brochures. Moreover, it is suggest-
ed to introduce a specific course in the curriculum
that focuses on critically evaluating online content
(Malcolm, 2017: 101).

From a technical perspective, steps have been
implemented to monitor and limit access to plat-
forms that disseminate extremist material. Many
countries have created dedicated divisions within
their security services and have developed tools to
monitor social media networks. The main objective
is to identify and eliminate websites and accounts
associated with terrorist factions. Nevertheless, spe-
cialists contend that these technical strategies often
fall short, as new extremist websites tend to surface
almost immediately after the removal of existing
ones. The rise of social media has greatly enhanced
the capabilities of terrorist groups in this regard
(Cori, 2019: 18).

In this context, it is essential to highlight Chi-
na’s strategy for tackling cyberterrorism. From tech-
nical standpoint, numerous specialists consider the
Chinese approach to be the most efficient. To be-
gin with, China has created its own version of the
Internet, which imposes significant restrictions on
foreign content, resulting in slow loading speeds or
complete inaccessibility of international sites. Fur-
thermore, the nation has implemented the “Golden
Shield” initiative, designed to oversee both domestic
and international web pages. This system utilizes a
variety of techniques to restrict access, and although
it may be technically feasible to bypass these con-
trols, doing so can be quite difficult.

In addition, China has created a centralized in-
formation hub specifically for counter-terrorism
initiatives, which is aimed at collecting data, or-
chestrating responses, and engaging in research.
The different agencies hold the responsibility of
gathering and relaying information to this counter-
terrorism hub. The fundamental element of China’s
Anti-Terrorism Law is its focus on the proactive
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collection and application of information, which fa-
cilitates the early disruption of terrorist plots. The
swift identification and immediate intervention are
essential for achieving favorable results (Farhadi,
2022: 17).

Despite this, proponents of human rights in the
West voice strong objections to this strategy, con-
tending that it infringes upon the right to freely ac-
cess information. It is important to recognize that
these “human rights” issues create challenges in ad-
dressing cyberterrorism, given that measures such
as website blocking often necessitate lengthy legal
procedures. Even when such restrictions are imple-
mented, new sites and copies tend to rapidly appear,
complicating the monitoring of activities on social
media platforms.

Legislative measures involve the development
and implementation of a legal framework that de-
fines the status of extremist religious groups and
their affiliates. This framework encompasses strate-
gies to curtail or eradicate illegal activities, impose
penalties, and regulate the actions of state security
and other governmental entities tasked with com-
bating terrorist propaganda and recruitment efforts.
However, current international legal standards are
inadequate in tackling significant concerns. Impor-
tant questions emerge, such as: “Should we priori-
tize the confidentiality of our communications or
allow intelligence agencies the oversight to moni-
tor all accounts in order to prevent terrorism?” and
“Who should have the authority to regulate the In-
ternet — the United Nations or individual states?” In
our increasingly interconnected digital landscape,
these dilemmas are made more complex by the glob-
al nature of the Internet. The issue of maintaining
sovereignty in the digital space remains unresolved
among experts. Moreover, the idea of a state-con-
trolled Internet, similar to the model implemented
in China, is impractical; for democratic countries, it
indicates a withdrawal from active global participa-
tion.

In Kazakhstan, discussions indicate that initia-
tives for online counter-propaganda are still at an
initial phase, with regulations to combat cyber ter-
rorism just starting to be developed (Sandybaev,
2015). The legal structure aimed at tackling cyber
terrorism in Kazakhstan is currently being formu-
lated:

- Law of the Republic of Kazakhstan enacted on
July 13, 1999 No. 416- I on counteraction terrorism
(amended as of November 16, 2015);

- Criminal Code of the Republic of Kazakhstan
“On Countering Terrorism” dated July 13, 1999 No.
416 with all amendments.
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Individuals disseminating extremist ideolo-
gies on the internet may encounter both criminal
and administrative repercussions. Even a simple
act of sharing a post on social media can lead to
scrutiny from law enforcement agencies. It is im-
portant to highlight that, as per the Criminal Code
of the Republic of Kazakhstan, offenses committed
through “media or information and communication
networks” carry more severe penalties compared
to those involving the recruitment of mercenaries,
incitement to seize control, or the promotion of ha-
tred in offline settings. This is illustrated in Articles
172 and 174 (clause 2) of the Criminal Code of the
Republic of Kazakhstan, dated July 3, 2014, No.
226-V, amended on April 9, 2016. Such regulations
also encompass the laws against the promotion of
terrorism and extremism, calls for violent actions,
and recruitment efforts.

The realm of information counter-terrorism
represents a relatively new component of the es-
tablished legal framework, having started to devel-
op around 2012-2013. Notable efforts in this area
were driven by terrorist events that occurred in dif-
ferent parts of Kazakhstan during 2011-2012. The
acknowledgment of this matter by the authorities is
evident through the amendment made to the Law on
Countering Terrorism in 2013, which added Article
10-1. This article requires pertinent government
bodies to undertake proactive measures to combat
information and propaganda related to terrorism.
Such initiatives include:

- explaining threats associated with terrorism;

- revealing the different methods, tactics, and
approaches use to disseminate their ideologies;

- cultivating counter-terrorism mindset in
society;

- bringing together government agencies re-
sponsible for fighting terrorism and community or-
ganizations to prevent such acts;

- reducing the social support network for ter-
rorism” (Law of the Republic of Kazakhstan dated
July 13, 1999 No. 416-1 on countering terrorism (as
amended on November 16, 2015).

Furthermore, the law mandates that government
bodies work together with media outlets, private or-
ganizations, community groups, and religious lead-
ers on efforts to tackle extremism. At the same time,
from 2013 to 2014, a strong initiative was launched
to implement the revised legislation. This led to the
development of a governmental strategy aimed at
addressing these issues, detailed in a key document—
the State Program for Countering Religious Extrem-
ism and Terrorism in Kazakhstan for the years 2013
to 2017 (Makarova, 2018: 17).
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This encompasses the dissemination of knowl-
edge and educational initiatives aimed at creating
media platforms to analyze radical Islamism. It con-
trasts this ideology with the compassionate tenets
of traditional Islam while promoting humanistic
ideals and encouraging harmony among different
ethnic and religious groups. Additionally, it entails
highlighting the violent actions of organizations
like ISIS, including their recruitment of minors for
warfare. In their efforts, advocates rely on the en-
during values found within the Muslim community,
underscoring the significance of spirituality, family
bonds, and love for children (Litvinova, 2020: 33).

One significant instance of these discussions
can be found in a sermon by the prominent British
cleric, Abu Lait al-Maliki. In this online address, he
claims that the idea of establishing a Caliphate is
romanticized. He explains that the ongoing dialogue
about the Caliphate arises from a yearning for earlier
times, a sentiment that is often fueled among young
people by radical religious figures. These extremists
depict the Caliphate as an ideal society where believ-
ers live in a state akin to paradise. As a result, this
narrative cultivates a sense of responsibility among
young followers regarding the hardships endured by
their fellow believers around the world. This feeling
of obligation can lead to more extreme views. Simi-
larly, Mohammed Nawab Osman, a professor at the
Center for International Studies in Singapore, shares
this perspective in his article titled “ISIS Caliphate
is a Utopia.” He contends that Islamic scholars need
to confront the idea of a Caliphate under ISIS lead-
ership. Bakyt Nuridinov from the muftyat declared
in an interview with Radio Azattyk that the Caliph-
ate is only a utopia (Mohamed, 2014: 19).

Nations all across the world, including Kazakh-
stan, are currently working to combat cyber terror-
ism with their own resources. However, specialists
in this field have yet to develop successful counter-
propaganda methods. The exact strategy may pro-
duce variable results; it may be successful in one
country but have detrimental implications in anoth-
er. The technological and legal aspects of combat-
ting cyber jihad are beyond the purview of religious
scholars and are instead the responsibility of recog-
nized authorities (Molodchaja, 2011:183). The pri-
mary duty of religious scholars in combating cyber
jihad is to conduct significant educational activities
that emphasize the necessity of raising awareness
among the country’s inhabitants about the dangers
and ramifications of such threats. Religious leaders
can play a vital role in empowering communities
and reducing the effect of radical narratives through
this educational effort:

a) utopianism of the notions provided by reli-
gious terrorist groups must be carefully analyzed;
notably, the idea of reconstructing the caliphate is
simply a delusion offered by persons with self-serv-
ing intentions;

b) benefits and characteristics of secular regime:
secular state protects individual rights and strongly
opposes religious discrimination. A nation’s secu-
lar character is critical for fostering interreligious
peace, particularly in multi-ethnic and multi-reli-
gious societies like Kazakhstan;

c) threat of viewing information from religious
terrorist organizations that can radicalize individu-
als and eventually change them into members of a
terrorist organization;

d) risks associated with religious terrorist or-
ganizations’ propaganda activities, which contain
statements intended to incite interreligious hostility.
This scenario largely targets Muslims’ image be-
cause the faith itself may be perceived as a “source
of evil,” putting adherents at risk of being targets of
hate (Shegaev, 2015: 5).

The development and implementation of an
educational effort is an important instrument for re-
ligious leaders in fighting the influence of cyberji-
had. To properly combat the major threat posed by
cyberterrorism, Kazakhstan’s scholars must design
and implement their own propaganda operations.
However, the complexity of this attempt may be-
yond the capacities of local religious figures, there-
fore the active participation of Kazakhstan’s official
Muslim clergy is important.

Conclusion

Cyberterrorism or cyberjihad, is a field of inves-
tigation that encompasses numerous subjects with
multifaceted aspects that complicates its analysis.

The analysis presented in this article describes
the goals and various propaganda methods used by
jihadist groups. An investigation of their propagan-
da strategies reveals that these organizations are
constantly improving and adapting their approach-
es, utilizing modern technologies. For example,
the ISIS media unit has expanded its propaganda
weapons by leveraging social media platforms,
particularly Twitter. ISIS has taken advantage of
different communication platforms made possible
by modern Internet technology. This spike in so-
cial media activity has amplified ISIS’s intellectual
and operational reach, inspiring fighters worldwide
to join al-Baghdadi’s group (Sosnin, 2015: 22). By
creating various online accounts in social networks,
they effectively spread jihadist doctrines and ex-
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tremist beliefs among online users, with the goal
of recruiting new fighters and motivating terrorist
actions. Analysts examining jihadist propaganda
have identified common strategies used by al-Qae-
da and ISIS. Unfortunately, ISIS has achieved great
success in media warfare, equivalent to triumphs
on actual battlefields. Every propaganda approach
used by these terrorist media teams pursues a spe-
cific goal. For example, by criticizing official reli-
gious leaders, they portray themselves as defenders
of faith, claiming to have the correct interpretation
of Islam, while depicting the clergy as government
pawns exploiting religion. It was highlighted that
jihadists continually attempt to expand their ranks,
form “sleeper cells,” and, more recently, produce
“lone wolves” regardless of the techniques used.
Security specialists think that lone wolves pose the
most significant threat because to the limitations
of tracking and identifying them at an early stage
(Winter, 2018: 15).

The article examines several legal, technical,
and counter-propaganda tactics for combating cyber
jihad. After assessing each option, it was decided
that no single strategy is uniquely successful in
improving security or counter-terrorism activities.
Each method has unique benefits and disadvantages.
For example, technical measures can help monitor
content from terrorist groups, but they fall short in
counter-propaganda due to the worldwide nature of
the internet (Xingxing, 2022). Blocking accounts on

social networks in inefficient as new accounts soon
reemerge under other usernames. Furthermore, le-
gal systems fail to keep up with the rapid evolution
of information technology. In democratic countries,
addressing concerns such as website or social media
page blocking requires a judicial decision, which
can take weeks or even months. Furthermore, pro-
posed technical and legal solutions frequently at-
tract substantial resistance from human rights advo-
cates, who say that such activities violate the right
to freely access information. Technically, China dis-
plays a strict approach to cyber terrorism by creat-
ing a controlled internet and rigorously monitoring
foreign materials for extremist content. Ultimately,
governments dealing with cyber terrorism have a
difficult decision between human rights protections
and public safety. This dilemma has also surfaced as
a contentious subject among Kazakhstani religious
experts, stressing the need for additional investiga-
tion into this topic.
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